
Beam Connectivity Limited, 2020-2023, CONFIDENTIAL

AutoCHERI

The Next Steps in 
Security for 
Connected Vehicles

Rob Potter
Chief Technology Officer
Beam Connectivity



Beam Connectivity Limited, 2020-2023, CONFIDENTIAL

Cyber security headwinds

Secure hardware foundations: CHERI

Project AutoCHERI



Beam Connectivity Limited, 2020-2023, CONFIDENTIAL

Cyber security headwinds
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Variety of wireless attack vectors
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System complexity

Software complexity

Supply chain disruption

Vulnerabilities found

Geo-political tensions
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https://www.rapid7.com/blog/post/2018/04/30/cve-100k-by-the-numbers

Increasingly challenging security landscape
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Today: 100+ legacy compute nodes
- One ECU per function, e.g. windows, locks, heated seats
- Connected via simple networking: CAN, LIN, FlexRay

Tomorrow: High performance compute nodes
 - Consolidate into fewer, centralised nodes
 - More powerful, shared compute nodes
 - Variety of cyber critical & performance sensitive workloads 
 - Need isolation via hypervisor technologies

Electronic Control Unit (ECU)

Vehicle architecture evolution
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Secure hardware foundations: CHERI
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The Cyber Pyramid – Fixing the foundations

Users

Configurations

Applications

Software platforms

Firmware/ 
Drivers

Hardware 
platforms

CPU architectures

Memory access architecturesx ~1

x ~4

x 100

x 1000

x 100k

x 1M

x 1BPatch, configure, monitor
“Mitigate vulnerabilities”

Credit: Agata Samojlowicz, DSbD Deputy Challenge Director, Innovate UK

Secure software by default
“Create fewer vulnerabilities”

Protect against vulnerabilities by design
“Limit the effects of vulnerabilities”

OEM / Tier 1
primary focus

Innovation: CHERI
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Memory safety

In Q1 over 400 memory safety vulnerabilities reported to the 
National Vulnerability Database

CVE-2022-42431 – Tesla Model 3
• Flaw exists within the bcmdhd driver (Broadcom Bluetooth). 
• Lack of proper validation of the length of user-supplied data 

prior to copying it to a buffer.
• CWE-120: Buffer Copy without Checking Size of Input
 (‘Classic Buffer Overflow’)

1972

1996

2022

October 1972: USAF study first described a memory safety 
vulnerability

Aleph One’s seminal article is published: ‘Smashing the Stack 
for Fun and Profit’

60-70%

http://phrack.org/issues/49/14.html#article
http://phrack.org/issues/49/14.html#article
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CHERI: Recommended in US, UK & others

https://www.cisa.gov/resources-tools/resources/secure-by-design-and-default 

https://www.cisa.gov/resources-tools/resources/secure-by-design-and-default
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CHERI: Recommended in US, UK & others
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Project AutoCHERI
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AutoCHERI

AutoCHERI🍒
https://autocheri . tech

“Understand performance/security 
trade-off of CHERI* for cyber and 

safety critical automotive 
applications”

*Capability Hardware Enhanced 
RISC Instructions
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Use cases ported:

Telemetry data to cloud

Over-the-air SW update

Remote control: Lock doors

V2I: Traffic light advisory

Telematics
Control

Unit
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Research

✓ Functional requirements 
(V-Model)

✓ Threat Assessment & 
Remediation Analysis 
(TARA)

CHERI efficacy against 
automotive threats 

Implementation 

✓ Port TCU codebase to 
Morello

✓ Implement new features 

✓ Benchmark and compare

Security testing! 

Market

✓ Understand route to 
market

Understand benefits/ 
barriers for adoption

• Align CHERI to automotive 
regulations

✓ Complete
In-progress

• Up next

Project workstreams
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Business case for CHERI in Automotive

🔐 More secure software, without a performance impact

🗑️ Doesn’t require ground-up rewrite of code

🐞 Fewer in-field patches, recalls or SW updates

📈 Increased productivity of software teams

⚖️ Aligned to regulations: UN ECE 155 (cyber) and 156 
(SW update)
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AutoCHERI

Learn more: Hall 2, C2-110

AutoCHERI🍒
https://autocheri . tech
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